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Abstract. Sliding-window neural classifiers process time-series data by
producing class-score vectors for successive signal segments, yielding a
classification trace over time. However, downstream decisions typically
depend on temporal patterns in this trace. As a result, standard local ad-
versarial robustness is insufficient: small perturbations to the input signal
can induce temporally coherent changes in the classification trace and lead
to violations of decision-relevant temporal patterns. We study robustness
with respect to Signal Temporal Logic (STL) properties defined over the
resulting classification trace under bounded perturbations of the original
time series. Our contributions are twofold. First, we propose an input-
space falsification method that backpropagates through both the sliding-
window classifier and a differentiable quantitative STL semantics, and
uses Projected Gradient Descent (PGD) to find perturbations that max-
imally violate the property. Second, we outline an abstraction-refinement
verification method that combines neural network output bounds with
interval-based STL checking and iteratively refines the trace abstraction
to reduce over-approximation.

1 Introduction

In recent years, time series classification via deep neural networks (DNNs) has
been successfully applied in domains such as medicine [I1], finance [I0], or con-
trol [3]. At CERN, one such application is a neural-network classifier used in
an equipment-parameter-optimization workflow [I2J20]. The classifier runs on
overlapping windows of a time series and induces a trace of class scores. The
operational decision is then not based on a single window classification, but on
temporal patterns in this trace. This decision process should be automatic in
order to optimize CERN resources [I]. For this, safety guarantees are needed.
Prior work has shown that the currently used classifier at CERN is vulnera-
ble to local adversarial perturbations on individual windows [9]. However, this is
not a complete analysis: the operational decision depends on the trace over many
consecutive window outputs. In that work, we introduced adversarial sequences,
i.e., perturbations of the underlying time series that remain consistent across
overlapping windows. As a first step towards trace-level reasoning, we consid-
ered simple smoothness constraints between consecutive class-score vectors, for
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Fig. 1: Pipeline and threat model: time series x is perturbed by ||d]|, < ¢, induc-
ing correlated changes across overlapping windows w;(x + 0), and thus on the
classification trace c(x 4 ¢§), impacting robustness of the STL property .

example requiring that the classifier output does not change abruptly from one
window to the next.

The sequence-level property considered there was still local in time: it only
constrained adjacent classifier outputs, for example by requiring consecutive
class-score vectors to change smoothly. Such pairwise constraints are useful to
rule out implausible traces, but they do not express richer decision-level re-
quirements, such as “eventually detect a sustained high confidence for class a”
or “never report class a before a minimum confidence pattern has appeared”.
These requirements are naturally temporal and are better expressed as formu-
las over the whole induced classification trace. For this, Signal Temporal Logic
(STL) [16] is a natural formalism. Using quantitative STL semantics [7], we
can measure how robustly an induced classification trace satisfies a temporal
specification, and we can search for worst-case perturbations of the upstream
signal by minimizing STL robustness. Beyond falsification, we consider formal
verification of STL properties under bounded noise by tailoring an abstraction-
refinement framework [4] to our purpose. In this extended abstract, we formalize
our problem setting and give the intuition behind falsification and verification
algorithms.

2 Problem Formulation

We consider sliding-window time-series classification, where a neural classifier
f induces a discrete-time trace of class scores over overlapping windows. Let
x € REX™ be a time series of length L with m channels (e.g., beam loss monitor
signals [9]). For ¢t € {0,...,L — W}, let

wi(x) = (T4, Teg1, - ., Tepw—1) € RV

denote the window of length W starting at time ¢. A DNN classifier f : RW>™ —
[0,1]* maps each window to a vector of class scores, typically softmax outputs.
This induces the classification trace

c(x) = (co(@), .., co-w(@)),  ale) = flw(r)).
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For each class j € {1,...,k}, we write y;(t) := ¢,(z)[j] for the real-valued sig-
nal giving the classifier’s score for class j at window index ¢. STL formulas are
interpreted over these real-valued score signals: an atomic predicate y;(t) > 0
states that the score of class j exceeds the decision threshold 6 at time ¢t. We
do not require the classifier scores to be probabilities, and the STL formulas
are not probabilistic temporal-logic formulas. The requirement meaning of such
predicates comes from the application semantics of the classes and the down-
stream decision rule. For instance, if class a denotes a target condition, then
Fio,1Go,n](¥a > 0) expresses eventual sustained high-confidence detection of
that condition.

The core question we consider is: How does noise on the time series
x impact the robustness of the DNN classifier f and thus satisfaction of STL
formula ¢ over the downstream classification trace c¢(x)?

Threat model. As illustrated in Fig.[l) we model noise as an additive perturba-
tion ¢ on the signal = : & := x+4 such that ||z—2Z||, < e. This induces a (generally
infinite) set of perturbed traces c¢(x 4 0) = (f(wo(x +9)), ..., fwr—w(z +9))).
We consider an STL formula ¢ over the trace components (e.g., sustained high
confidence for a target class). The satisfaction problem we study is a combina-
tion of the local adversarial robustness problem on neural networks and the STL
satisfaction problem.

Definition 1 (e-robust STL satisfaction). Let z € REX™ be a time series,
let c(x) denote the induced classification trace, and let ¢ be an STL formula
over such traces. We say that x is e-robustly satisfying ¢ (with respect to the
Ly-norm || - ) if

Vi e REX™ || — 1], <e = c(2) F o

Using quantitative STL semantics p, (-, t) which assigns a real-valued number
of quantitative satisfaction (lower is more violating) for trace - on formula ¢
(evaluated at time step ¢ of the trace), we can express the satisfaction as the
search for maximally violating perturbations:

Ry(x,e) = min p,(c(2),0).
lz—z]lp<e

If Ry(x,€) > 0, then all admissible perturbations preserve ¢; if < 0, a violating
perturbation exists. Importantly, we optimize over perturbations of the original
time series, not over independent perturbations of the individual windows. Since
sliding windows overlap, independent window perturbations may assign different
perturbed values to the same original sample. Such a collection of perturbed
windows need not be realizable by any single perturbed signal & = x + §. A
global perturbation ¢, in contrast, induces window perturbations w;(J) that agree
on all overlapping samples. By optimizing over one signal-level perturbation 9,
overlap-induced consistency is enforced by construction. In the following section,
we seek methods to efficiently compute or approximate R, via gradient-based
optimization (falsification) or abstraction-refinement (verification).
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Algorithm 1: Computation of counterexamples via modified PGD

Input: time series z, initial (%) = 0, step size a > 0, K iterations, bound e,
STL formula ¢
for £+ 1 to K do
) gy sk
Compute windows, ¢(2")), and robustness p + p,(c(&*)),0)
6"« 5= _ . (Vsp), and project to domain [|§*)]|, < e
end
Output: Counterexample candidate %)

3 Proposed Approach

3.1 Input-space gradient-based falsification

For falsification of R, we propose an incomplete, gradient-based procedure com-
monly used in related work ([I5I17]) on differentiable STL satisfaction of DNN-
controlled systems. In contrast, in our setting we optimize over perturbations of
the base time series x, not over direct trace perturbations. This modification is
straightforward, since gradients can be propagated through both the robustness
term and the windowing operator. This enables (incomplete) counterexample
search via projected gradient descent (PGD) as illustrated in Algorithm

3.2 Verification via abstraction-refinement

Our verification goal is to verify that every possible noisy time series results in
a trace that satisfies the STL formula. Using the quantitative STL satisfaction
semantics this reduces to proving R, (7, €) = minjz_.|,<c pp(c(2),0) > 0.

Gradient-based methods are not suitable for this as they are incomplete
and approximate. Instead, we propose an abstraction-refinement loop combin-
ing existing methods for DNN reachability and interval-based STL checking,
illustrated in Fig. 2] The core principle is the following. First, we construct
an over-approximation of all possible perturbed traces c¢(&) (abstraction). Con-
cretely, for each window w¢(x), a neural-network output-bound method com-
putes intervals for the relevant class-score signals y;(¢). These intervals form an
interval trace, on which we evaluate the STL formula using interval robustness
semantics. The required bound engine can be instantiated at different levels of
precision: a lightweight implementation may use auto-LiRPA-style bound prop-
agation, while tighter but more expensive variants may use CROWN-style opti-
mizations or branch-and-bound. The abstraction-refinement loop is independent
of this choice.

Second, if interval checking returns a counterexample candidate, we try to de-
termine whether it is a genuine counterexample or an artifact of the abstraction.
Such a violation may be spurious for two reasons: the neural-network bounds
may be loose, and the interval trace treats different time points independently
even though neighboring windows share most input samples. Hence the abstract
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Fig. 2: Verification algorithm, our algorithmic contributions in orange.

trace may combine class-score values that would require inconsistent perturba-
tions on overlapping windows and therefore cannot arise from one shared signal
perturbation & = x + ¢. If no concrete realization is found, the result is inconclu-
sive and the over-approximation is made more precise (refinement) by tightening
the relevant neural-network bounds or by reintroducing dependencies between
time points in the region responsible for the abstract violation.

Counterexample analysis and refinement. If interval STL checking returns
an abstract violation, we first ask whether this violation is concretely realizable:

30: |6l <e and c(z+9) [~ .

This check can be performed incompletely by the PGD falsifier from Section 3.1,
using the time region and predicates identified by the interval STL checker to
guide the search. If such a perturbation is found, the violation is a genuine
counterexample. If no perturbation is found, the result is inconclusive: the vio-
lation may be spurious, or the falsifier may simply have failed. In this case, the
abstraction is refined.

We consider two complementary refinement mechanisms. First, input-set
splitting divides the perturbation set B.(z) := {& | ||& — z||, < €} into smaller
regions B,., computes one interval trace per region, and checks all regions sepa-
rately. This reduces the overapproximation of the neural-network bounds while
preserving soundness. Second, dependency-aware trace refinement uses the struc-
ture of the abstract violation to refine only the relevant part of the trace ab-
straction. The initial abstraction stores independent intervals

y; () € [Cr5,ut 5],

and therefore forgets dependencies between values at different time points. When
the interval STL checker returns a candidate violation, it also identifies the
subformula, time interval, and predicates responsible for the negative robustness
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value. Suppose this critical part is a subformula ) evaluated over I = [t,t + ¢].
We can then issue a refined reachability query for the corresponding windows
and predicates. Instead of immediately projecting the result back to independent
intervals, we retain dependency information for the relevant values, for example
as a relational over-approximation

yr = (yj1(t1)7" . ayjr(tr)) € Ry,

where R soundly overapproximates the jointly realizable values under admis-
sible perturbations. Unlike the initial interval check, reasoning over R; is no
longer simple interval monitoring: the local subproblem may require solving a
small optimization or constraint query, for example an MILP or SMT query de-
pending on the representation of R; and the operators in 1. The key point is
that this expensive relational reasoning is applied only to the critical subformula
and time interval. Outside I, the cheaper interval abstraction is left unchanged.

Practicality. The falsification algorithm is directly implementable for differen-
tiable classifiers and differentiable STL robustness surrogates. Its cost is compa-
rable to PGD on the unfolded sliding-window computation graph. The verifica-
tion loop is more expensive: the initial abstraction requires output-bound queries
for the windows in the STL horizon, and refinement increases this cost through
input splitting or local relational constraints. For this reason, we view the ver-
ification method as a sound but potentially incomplete abstraction-refinement
scheme. A systematic empirical scalability study is left for future work.

Soundness (sketch). If each predicate interval over-approximates, the pred-
icate’s value over all admissible perturbations at each ¢, then tube-level STL
satisfaction implies concrete satisfaction for all perturbations (by structural in-
duction over ).

Related work. We relate to (i) differentiable quantitative semantics for temporal
logics (STL/MTL) used in gradient-based synthesis and trajectory optimization
[T9/13], (ii) robustness (quantitative) semantics of MTL/STL over real-valued
signals and their use in monitoring [87], and (iii) adversarial attacks on neural
networks for time-series tasks [2ITATRBI2TI6]. Our setting differs in (a) that our
goal goes beyond gradient-based methods towards a sound verification algorithm,
and (b) that STL is evaluated on a downstream classification trace, while noise is
injected on the upstream signal trace which enables unique refinement heuristics.
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